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abstract
Intrusion Detection Systems (IDSs) have become an important element of the Information
Technology (IT) security architecture by identifying intrusions from both insiders and
outsiders. However, security experts questioned the effectiveness of IDSs recently. The
criticism known as Base Rate fallacy states that when IDS raises an alarm, the event is
more likely to be benign rather than intrusive since the proportion of benign activity is
significantly larger than that of intrusive activity in the user population. In response to
too many false alarms, system security officers (SSO) either ignore alarm signals or turn
off the IDS as the information provided by IDS is very skeptical. To alleviate this problem
of IDSs, Ogut et al. (2008) [6] suggest that the firm may choose to wait to get additional
signal and to make better decision about user type. One of the limitations of their model
is that configuration point at which IDSs operate (the false negative and false positive
rates) is exogenously given. However, the firm trying to minimize expected cost should
also make a decision regarding the configuration level of IDSs since these probabilities
are one of the determinants of future cost. Therefore, we extend Ogut et al. (2008) [6] by
considering configuration and waiting time decisions jointly in this paper. We formulate
the problem as dynamic programming model and illustrate the solution procedure for
waiting time and configuration decision under optimal policy when cost of undetected
hacker activity follows step wise function. As it is difficult to obtain waiting time and
configuration decision under optimal policy, we illustrate the solution procedures for under
myopic policy and focus on the characteristics of configuration decision under myopic
policy. Our numerical analysis suggested that configuration decision is as important as
waiting time decision to decrease the cost of operating IDS.
© 2012 Elsevier Ltd. All rights reserved.

1. Introduction
Increasing use of the Internet for conducting business has made firms vulnerable to cyber attacks. Security breaches may
compromise confidentiality, integrity and availability of critical information assets. Firms employ a variety of mechanisms
to deal with information technology (IT) security breaches. Preventive technologies such as firewalls and anti-virus software
are example of such IT security controls and they aim to stop intrusion from outsiders. Detection based systems complement
the preventive technologies by detecting intrusions from both outsiders managing to break preventive technologies and
malicious insiders who often create serious threat to organization (Secprodonline 2007). One of the most widely employed
detective control mechanisms is the Intrusion Detection Systems (IDSs). IDSs try to detect intrusions when they occur by
analyzing network packets and system log files. An IDS runs continually in the background and generates an alarm when it
detects something that it considers as suspicious, anomalous, or illegal [1,2].
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The effectiveness of IDSs is measured using two parameters: the likelihood of (i) giving a signal upon an intrusion and
(ii) being silent when there is no intrusion. Recently, some security experts evaluate the performance of the IDS in terms of
these two measures and report that one of the biggest problems of the IDSs is to raise too many false alarms [3]. The criticism
known as the base-rate fallacy states that when IDS raises an alarm, event is more likely to be benign rather than intrusive
since the proportion of benign activity is significantly larger than that of intrusive activity in the user population [4]. Thus,
the firm incurs high cost if it ignores the base rate (prior) and takes immediate action after every alarm. Base-rate fallacy
stems from the well-known Bayes’ theorem that shows the relationship among a posterior probability P (Ai | B), a prior
probability P (Ai ), and a conditional probability P (B | Ai ). Bayes’ theorem is stated as the following well-known formula:
P (Ai | B) =

P (Ai ) · P (B | Ai )
n


.

P (Ai ) · P (B | Ai )

i =1

The base-rate fallacy arises from the fact that when the probability distribution of A is highly skewed, P (Ai | B) may
become very low. For example, consider an intrusion detection scenario in which there are two types of users: benign and
hackers. We assume that the probability that a user is a hacker, P (hacker), is equal to 1/1000. Let the following probabilities
define the quality of the IDS: P (alarm signal|hacker) =P (no-alarm signal|benign user) =0.7. Using the Bayes’ theorem, we
can compute P (hacker|alarm-signal) ∼
= 0.002. In other words, when the IDS raises an alarm, the probability that the user
is benign is 99.8%. These probabilities imply that IDS raises too many alarms for benign events. In response to too many
false alarms, system security officers (SSO) either ignore alarm signals or turn off the IDS as the information provided by IDS
is very skeptical. However, some researchers state that IDSs are the only available mechanism to deal with intrusions that
have bypassed preventive technologies and should be used even with their current problems [5].
To alleviate base rate fallacy problem of IDSs, Ogut et al. [6] suggest that the firm may choose to wait to get additional
signal and to make better decision about user type rather than terminating user session immediately after an alarm or
ignoring all alarms from IDS. However, waiting is costly as hacker may cause more damage to the firm. Consequently,
they address the problem of when to take an action following a signal from the IDS by considering the tradeoff between
possibilities of more damage and making more informed decision. However, one of the limitations of their model is that
the false negative and false positive rates of the IDS are exogenously given. Since configuration decision which is defined as
the choice of false alarm probability affects the probability of future alarm and no-alarm signals, these probabilities are one
of the determinants of future cost. Thus, the firm trying to minimize expected cost should take into account configuration
decision. For this reason, we extend Ogut et al. [6] by considering configuration and waiting time decisions together. The
polices developed in this paper can be implemented as a decision support system (DSS) that uses the IDS signals as input to
make a recommendation about the optimal level of configuration which is the level of the false alarm probability and when
to take action against a user.
We formulate the problem as dynamic programming model and illustrate the solution procedure for waiting time and
configuration decisions under optimal policy when cost of undetected hacker activity follows step-wise function. As it is
difficult to obtain waiting time and configuration decision under optimal policy, we illustrate the solution procedures for
waiting time and configuration decision under myopic policy. We analyzed three cases using linear cost function. When
the arrival rate of signal from hacker is greater than arrival rate of signal from benign user, we have found that myopic
configuration level increases (decreases) when (i) cost of false alarm becomes lower (higher), (ii) prior probability that user
being a hacker increases (decreases), (iii) cost of damage per time unit becomes higher (lower) and (iv) arrival rate of signal
from hacker decreases (increases). Changes in the arrival rate of signal from a benign user do not affect the configuration
level. When the arrival rate of a signal from a hacker is less than the arrival rate of a signal from a benign user and waiting
times under myopic policy are greater than zero, we have found that the myopic configuration policy is not affected by the
changes in the prior probability that user is hacker, the cost of false alarm and the damage cost per unit time. However, a
more frequent signal from a hacker (benign user) decreases (increases) the configuration level under myopic policy. When
the arrival rate of a signal from a hacker is less than the arrival rate of a signal from a benign user and one of the waiting
times under myopic policy is equal to zero, configuration level under myopic policy increases (decreases) when (i) cost
of false alarm decreases (increases), (ii) the prior probability that a user being a hacker increases (decreases) (iii) damage
cost per unit time increases (decreases) and (iv & v) the arrival rate of a signal from a benign user and a hacker decreases
(increases). In the simulation, we compare the cost performances of four policies: myopic policy with fixed configuration,
optimal policy with fixed configuration, policy with myopic configuration (myopic configuration policy) and policy with
optimal configuration (optimal configuration policy). As we expected, the cost incurred under the policy with optimal
configuration is the lowest, while the cost incurred under myopic policy with fixed configuration is the highest. In addition,
the myopic configuration policy performs better than optimal policy with fixed configuration. Our results from simulation
analysis suggested that the behavior of optimal configuration policy is similar to the behavior of myopic configuration policy.
For that reason, we believe that theoretical results obtained for myopic policy is likely to hold for optimal policy as well.
Furthermore, we observe that the optimal configuration level is higher than the myopic configuration level in our analysis.
Moreover, our simulation results show that the myopic configuration policy is nearly identical to the optimal configuration
policy.
The organization of the rest of our paper is as follows. In the next section, we review the relevant literature. We describe
our model of the intrusion detection problem in Section 3. In Section 4, we derive the optimal policy. In Section 5, we study
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the myopic policy and analyze its characteristics analytically. We have performed the simulation analysis in Sections 6 and
7 concludes the paper.
2. Literature review
The majority of research on IDS has focused on designing or improving algorithms to detect malicious events. When a user
takes an action, these events are recorded in the user log files and these are the primary inputs for the detection technologies
in order to classify the user type as benign or hacker. IDS uses either signature based or anomaly based detection technology
to protect an organization’s information asset. In the signature based detection technology, user log files are searched for
known attack signatures and an alarm is raised if any familiar pattern is found. Signature based detection technology is
similar to Anti-Virus software and the signature database should be updated frequently for the proper functioning of IDS.
This technology suffers mainly from false negative error as it detects only known attacks. Studies focusing on the signature
based IDS system can be found on [7–11]. In the anomaly detection algorithm, the user’s action is compared with the normal
user profile and IDS raises an alarm if the user’s profile differs significantly from the normal user profile. Contrary to signature
based technology, anomaly based detection technology is able detect a novel attack. Researches related to an anomaly based
system are discussed in [9,12–16]. Although these two research streams aim to increase the accuracy of IDS by decreasing
either false positive error or false negative error, costs of false positive and false negative errors are ignored. As these errors
have different effects on the cost of operating IDS, Lee et al. [17] proposed an IDS model that incorporates various cost
elements in the intrusion detection setting.
Recently, researchers have started to investigate the economic aspects of IDS. Earlier studies in this line of research
focus on optimal configuration policies by taking into account various cost parameters. Configuration refers to choosing an
optimal operating point of IDS to minimize the total cost of intrusion detection. Ulvila and Gaffney [18] proposed a decision
analysis approach to configure IDS by taking into account false positive and false negative errors. They showed that both
configuration and cost analysis methods should be considered to improve the value of IDS. Cavusoglu and Raghunathan
[19] compared Gaffney and Ulvia’s decision theoretic approach with the game theoretic approach. Unlike the decision
theoretic approach, the game theoretic approach takes into account the hacker’s strategic action in response to the firm’s
decision and they have found that it achieved better results than the decision theoretic approach for IDS configuration as
it considers more information. However, it is more difficult to estimate parameters used in the game theoretic approaches
such as hacker’s utility for hacking and penalty parameters when she is caught. Ryu and Rhee [20] analyzed three types
of IT security models: the simple intrusion prevention model, dual threshold model and dual filtering model. The simple
intrusion prevention model is similar to Ulvila and Gaffney’s [18] model. The dual threshold model operates at two points:
high threshold value and low threshold value. If the abnormality score of an event is less (higher) than low (high) threshold
value, (no action) action is taken to block the event. If the numerical score of event is between these two points, the event is
manually investigated. In the dual filtering model, an event passes the inferior intrusion prevention systems (IPS) at first and
it is filtered through the superior IPS if the first IPS raises alarm signal. However, the delay cost of holding benign event is
incurred in this case. In their analysis, they found that both latter models reduce the operating cost of IDS and cost reduction
is higher when IDS quality is higher. In a related paper, Yue and Çakanyildirim [21] investigated the optimal configuration
decision and the responses given to the alarm signal. These responses are the reactive approach (manual investigation of
alarm signal) which is relatively slow and accurate, the proactive approach (terminating user session immediately) which
is relatively rapid and inaccurate and mixture of these strategies for the batches of alarm signals. Their analysis showed
that value of cost parameters and investigation rate parameters determine the type of response given to alarm signals. The
speed of alarms’ arrival and clearance also affect the decision variables. Bensoussan et al. [22] study the balance between
making better decision via improved detection system and the cost of maintaining the detection system. In a related paper,
Mookerjee et al. [23] discussed also hacker behavior that occur in response to improvements in the detection system as a
result of maintenance effort. Cavusoglu et al. [24] show that the interaction between IDS and firewall technologies should
be considered in order to benefit from these technologies.
One of the primary implications of these papers is that both the configuration and the cost of operating IDS should be
taken into account to increase the value of the IDS. However, these researches ignore the behavior of user within the IDS and
they assume that the cost of hacking is fixed. For this reason, we extended Ogut et al. [6] by jointly considering configuration
and cost optimization in this paper. Unlike the above papers, we model user behaviors within the IDS over time by taking
into account multiple signals and the arrival rate of these signals from the hacker and the benign user. The definitions of
notations used in the paper are given in Table 1.
3. Model description
We consider individual user interacting with IDS. There are two user types: hacker and benign and the proportion of hacker
in the user population is p0 %. There can be many user actions such as invoking system commands arriving at different times
before a user leaves the system or user’s session is terminated and ith user action arrives at time ti . We assumed that the
arrival time of user action is exponentially distributed with parameter λH for a hacker and λB for a benign user, respectively.
The exponential distribution of arrival time of user action is consistent with empirical observation of hacker action recorded
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Table 1
The definition of notation used in the paper.

φ

f H (s )
f B (s)
F H (t )
F B (t )

Ω (φ)
cBi
cH ( t )
pi
fi
ti

λH
λB

CH (Si+1 , ti+1 )
CB (Si+1 , ti+1 )
C (Si+1 , ti+1 )
Si

The probability of false alarm
The probability density function of hacker’s abnormality score
The probability density function of benign user’s abnormality score
The cumulative density function of hacker’s abnormality score
The cumulative density function of benign user’s abnormality score
The probability of true alarm
The cost of false positive after ith signal.
Damage cost caused by undetected hacking activity at time t
Posterior probability that the user is a hacker after ith signal.
The firm’s waiting time after the ith user action
Arrival time of ith user action
Arrival rate of hacker user action
Arrival rate of benign user action
Expected cost during [ti+1 , ∞) if the user is hacker
Expected cost during [ti+1 , ∞) if the user is benign
Total expected cost during [ti+1 , ∞)
Vector of signal until ith user action

Fig. 1. Evaluation of abnormality score.

by Jonsson and Olusson [25]. After analyzing every user action, IDS raises either no-alarm signal or alarm signal if it suspects
there is an intrusion. Let Si = 0 and Si = 1 denote no-alarm or an alarm signal generated after the ith user action respectively.
Once an alarm is given by IDS, it can be a either true alarm or false alarm as IDS is imperfect in terms of classifying a benign
user and a hacker. We define the false alarm probability as

φ := P (IDS raises an alarm | User is benign).
In this paper, we refer to configuration decision as the making choice of φ . Similarly, we define the true alarm probability as

Ω (φ) := P(IDS raises an alarm | User is hacker).
The function Ω (φ) is known as the Receiver Operating Characteristic (ROC) curve. The ROC curve is commonly used to
display the relationship between the true alarm and false alarm rate in classification applications such as medical diagnosis
systems, signal detection etc. (e.g. [26,27]; see Figures 1 and 2) ROC curve satisfies

∂ Ω (φ)
∂φ

> 0 and

∂ 2 Ω (φ)
∂φ 2

< 0 meaning

that true alarm probability increases at a decreasing rate when false alarm probability increases. We also assume that the
probability of getting alarm signal from the hacker is higher than the probability of getting alarm signal from the benign
user (i.e. Ω (φ) > φ ). We choose a power function for the relationship between false alarm and true alarm probability as it is
the most commonly used functional form for ROC curve [19–21]. Mathematically, the power function can be represented as

Ω (φ) = φ r
where r is between zero and one and the high value of r implies that IDS quality is poor. This functional form is derived
based on the assumption that the probability density function of the hacker and benign user’s abnormality score is exponentially distributed [19]. The relationship between abnormality score (s) and the probability density function of hacker
(f H (s)) and benign user (f B (s)) is illustrated in Fig. 1. As the abnormality score increases, the probability density function of
the benign user decreases faster than the probability density function of the hacker. Abnormality score is calculated with a
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Fig. 2. The ROC curve.

variety of inputs such as information in network packets (source, destination, packet size, and time) or/and information in
audit trials by using the classifier technique trained with the historical data [28–30]. Given these probability distributions,
the threshold value (t) is set and an alarm is raised if the user’s abnormality score (s) is higher
 ∞than threshold value (t). As
it is shown in Fig. 1, the threshold value determines the probability of false positives (φ = s=t f B (s)ds = 1 − F B (t )) and

true positives (φ r =

∞

s=t

f H (s)ds = 1 − F H (t )) in Fig. 2 [19,20]. Since F H (t ) and F B (t ) are the cumulative distribution of

exponential distribution, (r =

ln(1 −F H (t ))
ln(1 −F B (t ))

) is constant and between 0 and 1.

The quality of IDS is determined by the shape of the ROC curve. If true alarm probability increases for a given false alarm
probability the quality of IDS improves. Specifically, the higher the area under the ROC curve, the better the quality of IDS.
Given a ROC curve, the security officer decides the point at which IDS operates and the configuration decision determines
true and false alarm probabilities. Based on these probabilities and signal history, a firm calculates posterior probability. We
use pi to denote the posterior probability that the user is a hacker after the ith signal.
In our model, the firm incurs two types of cost as in [18]: The cost of taking action against a benign user (cost of false
alarm) and the damage cost caused by undetected hacker activity. The firm incurs the former cost when it incorrectly takes
an action against a benign user. We assumed that the duration of a user’s action is relatively short and the cost due to
undetected hacker activity is much higher than the cost of false positive error. For this reason, we assumed that the cost
of a false positive to be constant for ith user action and this cost is denoted as cBi . Note that the cost of a false positive
may change during the user’s session but it stays constant for a specific user action. The damage cost caused by undetected
∂c
hacking activity is denoted as cH and it is a non-decreasing function of time as it represents the cumulative cost (i.e., ∂ tH ≥ 0).
The sequences of activities are as follows. Before each user action, a configuration decision is given by the system security
officer (SSO). When a user’s action is observed, the user’s abnormality score is computed and an alarm (no-alarm) signal is
raised if the computed score is greater (less) than the threshold level. Thus, if the threshold level is set low, configuration
level and the probability that IDS raises an alarm for an event will be high as it is illustrated in Fig. 1. After each signal from
the IDS, the firm updates its posterior probability that the user is a hacker (or benign) and computes its optimal waiting
time. We use fi to denote the firm’s waiting time after the ith user action and fi ∈ [0, ∞). Thus, the firm will take immediate
action if fi = 0 and the firm will wait for next signal to come if fi = ∞. Next, we present the following proposition in order
to offer rationale for waiting time.
Proposition 1. The expected pi is monotonically increasing (decreasing) in i if user happens to be a hacker (benign user).
{The proofs for all propositions are in the Appendix.}
Proposition 1 suggested that the classification accuracy of the user type improves upon observing additional signals.
However, the firm cannot wait indefinitely for the arrival of signal if the user happens to be a hacker. Consequently, the
waiting time allows the firm to restrict the damage cost if the user is a hacker and to a grant grace period if the user is a
benign user. Therefore, we adopted the following waiting time strategy. If no new user action arrives therefore IDS raises
no new signal at the end of the waiting time, the firm concludes that the user is a hacker and blocks her session. If new user
action arrives before waiting time ends, the firm updates the posterior probability based on this new signal and computes a
new waiting time fi+1 , for the next user action. For example, in Fig. 3, the firm computes the posterior probability based on
new signal and sets a new waiting time fi+1 instead of terminating the user’s session at ti+1 since (i + 1)th user action arrives
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Fig. 3. Illustration of waiting time policy.

Fig. 4. Decision tree representation of intrusion detection at time ti .

before the end of the waiting time (i.e. ti+1 < ti + fi ). However, the firm concluded that the user is a hacker and takes action
at (ti+1 + fi+1 ) because no new user action arrives before (ti+1 + fi+1 ). Note that in our example the (i + 2)th signal will never
arrive because the user session would have been terminated before. We show it in the figure for illustration purposes.
4. Optimal policy
In this section, we derive the optimal waiting policy, fi∗ , when the ith signal about a user is received at time ti . We derive
fi∗ by minimizing the expected cost during the period [ti , ∞). The decision tree for computing the expected cost during
[ti , ∞) is given in Fig. 4. There are two possibilities for a given type of user when the firm decides to wait for fi units of time
at time ti : A new signal arrives before ti + fi and a new signal does not arrive before ti + fi .
If a new signal does not arrive before ti + fi , the firm concludes that the user is a hacker and takes action at time ti + fi .
In this situation, the firm computes expected cost based on two cases. In the first case (case (i)), the user is a hacker and the
cost incurred due to detected hacker activity at ti + fi is cH (ti + fi ) − cH (ti ). The firm’s estimated probability of the case is
pi e−λH fi . In the second case (case (iv)), the user is benign and the cost of incorrectly concluding that a benign user is a hacker
is cB i . The firm’s estimated probability of this case is (1 − pi )e−λB fi .
If a new signal arrives before ti + fi , the firm computes a new optimal waiting time based on four possible cases. In the
first case (case (ii)), the user is a hacker and a new no-alarm signal is generated by the IDS before the firm takes action.
The expected cost during [ti , ∞) is (cH (ti+1 ) − cH (ti ) + CH (Si ∪ {0}, ti+1 )) where cH (ti+1 ) − cH (ti ) is the cost incurred
during [ti , ti+1 ) and CH (Si ∪ {0}, ti+1 ) is the cost incurred after ti+1 . In the second case (case (iii)), the user is a hacker
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Fig. 5. Step-wise function for cH .

and a new alarm signal is generated by the IDS before the firm takes action. Similar to case (ii), the cost during [ti , ∞)
is (cH (ti+1 ) − cH (ti ) + CH (Si ∪ {1}, ti+1 )). In the third case (case (v)), the user is benign and new no-alarm signal is generated
by the IDS before the firm takes action. The cost incurred during [ti , ti+1 ) is zero and the expected cost of a false positive for
future user actions is CB (Si ∪ {0}, ti+1 ). In the fourth case (case (vi)), the user is benign and a new alarm signal is generated
by the IDS before the firm takes action. The cost incurred during [ti , ti+1 ) is again zero, but the expected cost of false positive
during future user actions is given by CB (Si ∪ {1}, ti+1 ).
Using the decision tree, the firm will minimize following expected cost at ti by choosing optimal waiting time:



C (Si , ti ) = min pi e

−λH fi

fi

[cH (ti + fi ) − cH (ti )] +



ti + f i

λH e−λH (ti+1 −ti ) ([cH (ti+1 ) − cH (ti )]

ti

+ (1 − φir+1 )CH (Si ∪ {0}, ti+1 ) + φir+1 CH (Si ∪ {1}, ti+1 ))dti+1


+ (1 − pi ) e

−λB fi

(cBi ) +

ti + f i



λB e

−λB (ti+1 −ti )





[(1 − φi+1 )CB (Si ∪ {0}, ti+1 ) + φi+1 CB (Si ∪ {1}, ti+1 )]dti+1 .

(1)

ti

The solution procedure of the model given in Eq. (1) is backward induction. However, obtaining an analytical solution
for optimal waiting time may be impossible except for simple functional forms for cH . To illustrate the backward induction
procedure, we use a step-wise cost function for undetected hacker activity in the next section.
4.1. Derivation of the optimal waiting time policy for a step-wise cost function
The step-wise function used for the cost of undetected hacker activity (cH ) is shown in Fig. 5. The step-wise function is
chosen to illustrate the solution procedure for three reasons. First, the step-wise function is a reasonable approximation
for damage cost caused by hacker actions. This approximation states the entire damage from hacker action occurs
instantaneously when hacker takes action and hacker will not cause further damage until she takes next action. Second,
it is possible to determine optimal waiting time by using the step-wise function. Third, any continuous cost function for
undetected hacking activity can be approximated using a step-wise function.
For our illustration, we assumed that user takes three actions and leaves the system at the third action if the user’s session
is not terminated before. We made this assumption for simplification purposes only and relaxing this assumption is possible
at the expense of more calculations. We assumed that the first signal arrives when the user enters the system (i.e. t1 = 0).
After these assumptions, our original objective function will change to the following form:
C (S1 , t1 ) = min p1
f1





t1 + f 1

λH e−λH (t2 −t1 ) ([cH (t2 ) − cH (t1 )] + (1 − φ2r )CH (S1 ∪ {0}, t2 ) + φ2r CH (S1 ∪ {1}, t2 ))dt2



t1

+ (1 − p1 ) e−λB f1 cB1 +



t1 +f1


λB e−λB (t2 −t1 ) [(1 − φ2 )CB (S1 ∪ {0}, t2 ) + φ2 CB (S1 ∪ {1}, t2 )]dt2 .

(2)

t1

The above model uses the fact that damage cost due to hacking increases only when hacker takes an action (i.e. cH (ti +fi ) =
cH (ti ) when (ti + fi ) < ti+1 ). If we assume that s takes a value of 0 or 1 when IDS raises no-alarm or an alarm signal
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respectively, the following equalities hold given that the user leaves the system at t3 :
CB (S1 ∪ {s}, t2 ) = e−λB (f2 |S2 =s) cB2 ;

CH (S1 ∪ {s}, t2 ) = (1 − e−λH (f2 |S2 =s) )(cH (t3 ) − cH (t2 )).

As the solution procedure is backward induction, we determine the optimal waiting policy starting at the second user action
at t2 . The firm will minimize the following cost expression at t2 by choosing the waiting time f2 as:
min (p2 | S2 = s)CH (S1 ∪ {s}, t2 ) + (1 − (p2 | S2 = s))CB (S1 ∪ {s}, t2 ).

(3)

(f2 |S2 =s)

We obtained the following optimal waiting policy at time t2 from the solution of the above model.
If λB > λH ,

(f2∗ | S2 = s) =

ln(λB [1 − (p2 | S2 = s)]cB2 ) − ln(λH (p2 | S2 = s)[cH (t3 ) − cH (t2 )])

λB − λH

.

If λB ≤ λH ,



(f2∗ | S2 = s) = 0
(f2∗ | S2 = s) = ∞

if (p2 | S2 = s)[cH (t3 ) − cH (t2 )] < [1 − (p2 | S2 = s)]cB2
.
if (p2 | S2 = s)[cH (t3 ) − cH (t2 )] ≥ [1 − (p2 | S2 = s)]cB2



We should point out that waiting time of infinity (∞) means that the firm waits until next user actions arrives or the user
leaves the system. After deciding the optimal waiting time at t2 , the firm will determine the configuration level at t2 . This is
required for computing optimal waiting time at t1 as the probability that the user is a hacker depends on the configuration
level in Eq. (3). For that purpose, SSO needs to consider alarm and no-alarm cases as the configuration level determines the
probabilities of these cases. Thus, the firm will minimize the following cost function by choosing the configuration level.


C (S2 , t2 ) = min P (S2 = 0)
φ2

(p2 | S2 = 0)



t2 +(f2∗ |S2 =0)

λH e−λH (t3 −t2 ) (cH (t3 ) − cH (t2 ))dt3

t2


+ (1 − (p2 | S2 = 0))e

−λB (f2∗ |S2 =0)


+ P (S2 = 1) (p2 | S2 = 1)

cB2

t2 +(f2∗ |S2 =1)



λH e−λH (t3 −t2 ) (cH (t3 ) − cH (t2 ))dt3

t2


+ (1 − (p2 | S2 = 1))e

−λB (f2∗ |S2 =1)

cB2

(4)

where

pi =


φir pi−1


 φ (1 − p ) + φ r p

if (Si = 1)






[1 − φir ]pi−1
[1 − φi ](1 − pi−1 ) + [1 − φir ]pi−1


if (Si = 0)

i−1

i





i

i−1

.

(5)



Using Eqs. (4) and (5) together, the objective function can be written as


C (S2 , t2 ) = min (1 − φ2r )p1
φ2



t2 +(f2∗ |S2 =0)

λH e−λH (t3 −t2 ) (cH (t3 ) − cH (t2 ))dt3 + (1 − p1 )(1 − φ2 )e−λB (f2 |S2 =0) cB2
∗

t2

+ φ

r
2 p1



t2 +(f2∗ |S2 =1)


λH e

−λH (t3 −t2 )

−λB (f2∗ |S2 =0)

(cH (t3 ) − cH (t2 ))dt3 + (1 − p1 )φ2 e

cB2

.

(6)

t2

It is not possible to get a closed solution form of the configuration level from Eq. (6). However, it is possible to get the optimal
level of φ2 for a given φ1 via simulation in which optimal configuration level is searched at the interval [0, 1]. Note that the
waiting time and the optimal confirmation level at t1 (φ2∗ ) depends on φ1 . Thus, the firm needs to choose confirmation level
at t1 by minimizing the following expression:


C (S1 , t1 ) = min φ
φ1

r
1 p0



t1 +(f1∗ |S1 =0)

λH e−λH (t2 −t1 ) [(cH (t2 ) − cH (t1 )) + (1 − (φ2∗ )r )CH (S1 ∪ {0}, t2 )

t1

+ (φ2∗ )r CH (S1 ∪ {1}, t2 )]dt2 + (1 − φ1r )(1 − p0 )


∗
×

e−λB (f1 |S1 =0) cB1 +
∗

t1 +(f1 |S1 =0)

t1

λB e−λB (t2 −t1 ) [(1 − φ2∗ )(CB (S1 ∪ {0}, t2 ))
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+ φ2 (CB (S1 ∪ {1}, t2 ))]dt2


+ φ 1 p0

∗



t1 +(f1∗ |S1 =1)

λH e−λH (t2 −t1 ) [(cH (t2 ) − cH (t1 ))

t1

+ (1 − (φ2∗ )r )CH (S1 ∪ {0}, t2 ) + (φ2∗ )r CH (S1 ∪ {1}, t2 )]dt2


∗

+ (1 − φ1 )(1 − p0 ) e−λB (f1 |S1 =1) cB1 +
∗

t1 +(f1 |S1 =1)

λB e−λB (t2 −t1 ) [(1 − φ2∗ )(CB (S1 ∪ {0}, t2 ))

t1


+ φ2 (CB (S1 ∪ {1}, t2 ))]dt2
∗

where
(1−(p1 |S1 =s))λB [cB1 −((1−φ ∗ )CB (S1 ∪{0})+φ ∗ (CB (S1 ∪{1})))]



(f1∗ |S1 = s) =

2
2
ln (p |S =s)[(c (t )−c (t ))+λ ((1−(φ
∗ )r )C (S ∪{0})+(φ ∗ )r C (S ∪{1}))]
H 1
H 1
H 2
H 1
H
1 1
2
2



λB − λH

and CB (S1 ∪ {s}, t2 ) = e−λB (f2 |S2 =s) cB2 ; CH (S1 ∪ {s}, t1 ) = (1 − e−λH (f2 |S2 =s) )(cH (t3 ) − cH (t2 )).
The analysis demonstrates the standard backward induction algorithm used for dynamic programming models to derive
the optimal waiting time policy when the damage cost follows a stepwise function. Although it is not possible to find
analytical solution for the optimal configuration level, it can be obtained via simulation. For the other cost functions, two
strategies can be followed. The first strategy is to approximate the damage cost using step-wise function and apply the
backward induction algorithm described in this section. The second strategy is to solve a myopic model that minimizes the
cost associated with the user’s current action. We analyze this model in the next section.
5. Myopic configuration policy
In this section, we analyze the configuration and waiting time decision under myopic policy. We call the policy myopic
since we consider only the current action of the user and we minimize the expected cost during the period between ti and
the next decision point which is the minimum of the arrival of the next signal and the end of the waiting time. As we ignore
future user action, we set the values of CH (Si ∪ {s}, ti+1 ) and CB (Si ∪ {s}, ti+1 ) to zero in Eq. (1). Thus, the firm will minimize
the following expected cost function:
C (Ŝi , ti ) = min pi

ti + f i



fi

λH e−λH (ti+1 −ti ) [cH (ti+1 ) − cH (ti )]dti+1

ti

+ e−λH fi pi [cH (ti + fi ) − cH (ti )] + e−λB fi (1 − pi )cB i .

(7)

The waiting time under myopic policy (fi∗ ) will satisfy the following first order condition of the above function:
∗

e−λH fi pi




∂ cH (ti + fi∗ )
∗
= λB e−λB fi (1 − pi )cBi .
∂ fi ∗

(8)

After deciding on the waiting time under myopic policy, the firm will decide on the configuration level under myopic policy.
For that purpose, it will minimize following expected cost:





min P (Si = 0) (pi | Si = 0)

(ti +fi∗ |Si =0)



φi

λH e−λH (ti+1 −ti ) [cH (ti+1 ) − cH (ti )]dti+1

ti


−λH (fi∗ |Si =0)

+e

(pi | Si = 0)[cH (ti + (fi | Si = 0)) − cH (ti )] + e
∗


+ P (Si = 1) (pi | Si = 1)

ti +(fi∗ |Si =1)



−λB (fi∗ |Si =0)

(1 − (pi | Si = 0))cB i

λH e−λH (ti+1 −ti ) [cH (ti+1 ) − cH (ti )]dti+1

ti


−λH (fi∗ |Si =1)

+e

(pi | Si = 1)[cH (ti + (fi | Si = 1)) − cH (ti )] + e
∗

−λB (fi∗ |Si =1)

(1 − (pi | Si = 1))cB i

(9)

where P (Si = 1) = φi (1 − pi−1 ) + φir pi−1 and P (Si = 0) = (1 − φi )(1 − pi−1 ) + (1 − φir )pi−1 1.
We illustrate the solution procedure by using a linear cost function as it is difficult to obtain solutions for the other types
of cost functions. The linear cost function helps us identify characteristics of configuration level as well. We get the following
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objective function when we replace Eq. (5) in Eq. (9) and we assume that cost due to undetected hacker activity increases
linearly with time:


min L =
φi

(1 − φir )pi−1 A(1 − e−λH (fi
λH

∗ | S =0 )
i

φ r pi−1 A(1 − e−λH (fi
+ i
λH

∗ |S =1)
i

)

)

+ (1 − φi )(1 − pi−1 )e−λB (fi

∗ |S =0)
i

cBi


+ φi (1 − pi−1 )e

−λB (fi∗ |Si =1)

cBi

(10)

where myopic waiting time policy is given as follows for s ∈ {0, 1}.
If λB > λH ,

(fi∗ | Si = s) =

ln



λB (1−(pi |Si =s))cBi
(pi |Si =s)A



(λB − λH )

.

If λB ≤ λH ,



∗

(fi | Si = s) = 0

if



(fi∗ | Si = s) = ∞

if

A(pi | Si = s)

λH

A(pi | Si = s)

λH



≥ (1 − (pi | Si = s))cB i 



< (1 − (pi | Si = s))cB i 

A(p |S =s)

i i
represents the cost of waiting next signal and (1 − (pi | Si = s))cB i represents the cost of taking immediate
where
λH
action. Thus, if the cost of waiting next signal is greater than the cost of taking immediate action, the firm takes immediate
action (i.e. (fi∗ | Si = s) = 0). Otherwise, the firm will wait next signal to come (i.e. (fi∗ | Si = s) = ∞). Note that waiting
time policy depends on the ratio of A/cB i in both cases.
We will analyze two cases separately as we get a different optimal configuration level. When λB > λH , the myopic
configuration level satisfies the following equation:


rφ

r −1
pi−1
i

∗
A(1 − e−λH (fi |Si =1) )

λH

−

∗
A(1 − e−λH (fi |Si =0) )


= (1 − pi−1 )[e−λB (fi

∗ |S =0)
i

λH

∗
cB i − e−λB (fi |Si =1) cB i ]

(11a)

where left hand side represents the marginal cost of increasing configuration due to hacking and right hand side represents
marginal cost of increasing configuration due to taking action against benign user. After modifying Eq. (11a), we got the
following equation:

λB r (eλH ((fi

∗ |S =1)−(f ∗ |S =0))
i
i
i

− 1) = λH (eλB ((fi

∗ |S =1)−(f ∗ |S =0))
i
i
i

− 1).

(11b)

Derivation of Eqs. (11a) and (11b) can be found in the Appendix. Note that the difference between waiting times after noalarm and alarm signal ((fi∗ | Si = 0) − (fi∗ | Si = 1)) depends on myopic configuration level and arrival rate of signal
from benign user and hacker. Although solution for myopic configuration can be obtained only via numerical analysis, the
Eq. (11b) allows us to analyze the behavior of myopic configuration policy to the changes in parameters. These are
summarized in Proposition 2.
Proposition 2. When λB > λH and (fi∗ | Si = 0) > 0, (fi∗ | Si = 1) > 0,

(i)

∂φi∗
= 0,
∂ pi−1

(ii)

∂φi∗
= 0,
∂ cB i

(iii)

∂φi∗
=0
∂A

∂φi∗
∂φ ∗
< 0 and (v) i > 0.
∂λH
∂λB

(iv)

Proof of Proposition 2 is in the Appendix. Proposition 2(i)–(iii) show that optimal myopic configuration level is independent
of prior probability (pi−1 ), the cost of false alarm and damage cost per unit time (A) as a change in these parameters changes
the expected cost in Eq. (10) with the same proportion and the Eq. (11b) does not depend on these parameters. The fourth
result states that a more frequent signal from a hacker decreases the optimal myopic configuration level as the cost of
hacking decreases. However, a more frequent signal from a benign user increases myopic configuration level as it becomes
easier to differentiate a benign user from the hacker.
These results depend on the assumption that waiting times should be positive and if it does not hold, (i.e. (fi∗ | Si = 0) >
∗
(fi | Si = 1) = 0), the results in Proposition 2 will no longer be valid. In this case, myopic configuration policy will satisfy
the following equation when we replace (fi∗ | Si = 1) = 0 in Eq. (10):
∗
r (φ ∗ )r −1 pi−1 A(1 − e−λH (fi |Si =0) )

λH

= (1 − pi−1 )cB i (1 − e−λB (fi

∗ |S =0)
i

).

(12)
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Similar to Eq. (11), the right hand side of the Eq. (12) represents the marginal cost of taking action against a hacker and the
left side of the equation represents the marginal cost of taking action against a benign user. Note that the configuration
policy depends on the ratio of A/cB i as both the waiting time policy and Eq. (12) depend on the ratio of A/cB i for the
determination of configuration policy. The characteristics of myopic configuration policy in Eq. (12) are summarized in
the following proposition.
Proposition 3. When λB > λH and (fi∗ | Si = 0) > (fi∗ | Si = 1) = 0,

(i)

∂φi∗
< 0,
∂ cB i

(ii)

∂φi∗
> 0,
∂ pi−1

(iii)

∂φi∗
> 0,
∂A

(iv)

∂φi∗
<0
∂λH

(v)

∂φi∗
< 0.
∂λB

Proof of Proposition 3 is in the Appendix. Proposition 3(i) states that high cost of incorrectly concluding that a benign user is
a hacker lowers the myopic configuration level since raising the alarm signal becomes more costly. Proposition 3(ii) and (iii)
show that the higher prior probability that a user is a hacker and higher damage cost per unit time result in a higher myopic
configuration level as the cost of raising no-alarm signal increases. Proposition 3(iv) states that a more frequent signal from
a hacker decreases the myopic configuration level as the expected cost due to hacking decreases. In Proposition 3(v), the
configuration level decreases with a more frequent signal from a benign user as the IDS differentiates a benign user from a
hacker better.
When λB ≤ λH , the firm will either take immediate action (fi = 0) or wait for the next signal to arrive (fi = ∞). Since
waiting times after an alarm are not greater than waiting times after no-alarm (i.e. (fi | Si = 0) ≥ (fi | Si = 1)), three
possible cases arise. These are (i) (fi | Si = 1) = (fi | Si = 0) = 0, (ii) (fi | Si = 1) = (fi | Si = 0) = ∞ or (iii)
(fi | Si = 1) = 0, (fi | Si = 0) = ∞. For the first two cases, configuration decision is independent of expected cost. For this
reason, we examine only the third case and we get the following objective function when values of (fi | Si = 1) = 0 and
(fi | Si = 0) = ∞ are replaced in Eq. (10).



min (1 − φi )(1 − pi−1 )cB i +
φi


φir pi−1 A
.
λH

(13)

From the first order condition of the above equation, it is possible to get configuration level as

φi∗ =



 1−1 r

rpi−1 A

(1 − pi−1 )cB i λH

.

(14)

Further analysis of myopic configuration policy, characterized by Eq. (14), shows the following results.
Proposition 4. When λB ≤ λH , and (fi | Si = 1) = 0, (fi | Si = 0) = ∞,

(I)

∂φi∗
< 0,
∂ cB i

(ii)

∂φi∗
> 0,
∂ pi−1

(iii)

∂φi∗
> 0,
∂A

(iv)

∂φi∗
<0
∂λH

(v)

∂φi∗
= 0.
∂λB

The first two results are similar to Proposition 3(i) and (ii). As λA represents the damage cost if the next signal is awaited,
H
∂φ ∗

∂φ ∗

we get ∂ Ai > 0 and ∂λ i < 0 in Proposition 4(iii) & (iv). The arrival rate of a signal from a benign user (λB ) does not affect
H
the configuration level as the firm takes immediate action when the alarm signal is received.
We also would like to note that under the assumption of Propositions 3 and 4, raising a no-alarm (alarm) signal will be
more likely for further user actions and the waiting time is expected to increase (decrease) over time if the user happens
to be benign (hacker). This is because Proposition 1 states that if the user is benign (hacker), the probability that a user is
believed to be benign (hacker) will increase over time. Consequently, the configuration level decreases (increases) due to
Propositions 3(i) and 4(i) and waiting time decreases (increases) due to Proposition 3(ii) of [6] if the user is benign (hacker).
While we expected that the cost incurred under waiting times polices with fixed configurations is greater than the cost
incurred under waiting times with dynamic configurations, we should determine how much cost reduction is achieved
through adopting dynamic configuration policies rather than fixed configuration policies since the implementation of
myopic (optimal) configuration policy requires more computation than myopic (optimal) policy with fixed configuration.
For that purpose, we compare the performance of these policies through numerical analysis in the next section.
6. Comparison of optimal and myopic policies
In our simulations, the user type was generated form Bernoulli probability distribution with parameter p0 . The time that
the user enters the system is zero. The user leaves the system after two actions if her session is not terminated earlier. We
limited the number of user actions to two as this is the minimum number of user actions to compare with the myopic policy’s
configuration policies. The cost due to the hacking increases linearly with time. (i.e., CH (t ) = At) where A is the intensity of
damage due to hacking. We assumed that the user is risk neutral and the arrival rate of the hacker’s action is greater than the
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Fig. 6. Impact of A/cB on average cost.

arrival rate of the benign user’s action. This assumption is required in order to get positive waiting times. We also assume
that cost of a false positive for each user action is the same for simplicity (i.e. cB1 = cB2 = cB ). We used power function for
ROC curve in our simulation.
We simulated 100 batches of 1000 users for each set of parameter values. The following ranges of parameter values
are used in our analysis: p0 ∈ {0.001, 0.01, 0.05, 0.1}; λB ∈ {2, 4, 8, 16}; λH ∈ {0.25, 0.5, 1, 1.5} CH (t ) = At , A/cB ∈
{1, 10, 25, 50}. We assumed that the proportion of hackers is much smaller than the proportion of benign users in the user
population. For this reason, we determine the proportion of benign users as a small value. We choose the relative ratio of
A/cB rather than the level of A and cB as optimal configuration and myopic configuration level can be dependent on the level
of A/cB . We also assume that the cost due to the undetected hacker activity is much larger than the cost of false positive
and determine the parameters of A/cB and λH accordingly. Thus, the defaults parameter values of simulations are chosen
as: p0 = 0.01, λH = 1, λB = 2, and A/cB = 25.
We compare the cost performance of four polices in our analysis: optimal waiting time policy with fixed configuration
(OC ), myopic waiting time policy with fixed configuration (MC ), optimal waiting time policy with optimal configuration
(optimal configuration policy (OPC )) and myopic waiting time policy with myopic configuration (myopic configuration
policy (MPC )). Waiting time polices with fixed configurations (MC and OC ) are used for benchmarking purposes and they are
analyzed by Ogut et al. [6] earlier. We set false alarm and true alarm probabilities as φ = 0.01 and φ r = 0.75 respectively
0.75
= 0.06247.
for these policies. The quality parameter of IDS is derived as r = ln
ln 0.01
The behaviors of myopic and optimal configuration policy to the changes in parameter values are also analyzed. We would
like to note that these are the configuration levels set at time 0. We are interested in determining whether theoretical results
of Propositions 2 or 3 hold for myopic policy. We consider optimal configuration policy (OPC ) and myopic configuration
policy (MPC ) only for configuration comparison as other polices have a fixed configuration level. We would like to compare
the cost performance of these four policies as well.
We presented our results in two separate categories: (i) effects of firm’s internal cost parameter, the ratio of damage
cost per time unit (A) to cost of taking action against benign user (cB ) and (ii) effects of parameters related to the hacking
environment, prior probability that the user is a hacker (p0 ) and arrival rate of a signal from a hacker and benign user (λH
and λB ).
Fig. 6 summarizes the results of the change in the ratio of damage cost to cost of false positive (A/cB ) on all policies. As A/cB
increases, hacker causes higher damage due to undetected activity compared to cost of taking action against benign users.
Furthermore, waiting time decreases and a shorter waiting time results in an increase in the number of incorrect decisions
where the benign user is a hacker. Thus, average costs (AC ) are higher for all polices for a higher level of A/cB . IDS also raises
more alarms in order to detect intrusion earlier since the cost of taking action becomes smaller. Thus, configuration level
(φ ) increases with the increase in A/cB in Fig. 7.
The hacking environment is characterized by the proportion of hackers in the user population (p0 ) and the rates at which
hackers and benign users interact with the system (λB and λH ). Fig. 8 summarizes the effect of the proportion of hackers
in the user population (p0 ). A higher proportion of hackers in the user population and resulting decrease in waiting time
increases average cost (AC ) as a result of the increase in the number of hackers and the increase in the number of incorrect
decisions where the benign user is a hacker. We would like to note that when the proportion of hackers reaches a threshold
level, the firm takes immediate action against all users and average cost (AC ) under all policies starts to decrease as the
proportion of hackers increases. We have also found that IDS raises more alarms in response to the higher proportion of
hackers in the user population. Thus, configuration level (φ ) increases with the increase in p0 in Fig. 9.
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Fig. 7. Impact of A/cB on configuration level.

Fig. 8. Impact of prior probability on average cost.

Fig. 9. Impact of prior probability on configuration level.
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Fig. 10. Impact of λB on average cost.

Fig. 11. Impact of λB on configuration level.
Table 2
Statistics about performance of policies relative to myopic policy.

Myopic configuration
Optimal policy
Optimal configuration

Mean

Minimum

Maximum

11.80
0.37
12.51

1.39
0.00
3.19

28.79
1.81
29.15

When the arrival rate of a signal from the benign user (λB ) increases, the average cost (AC ) decreases since the firm’s
expected cost of taking action against benign user (e−λB fi cBi ) decreases. The alarm rate and configuration level (φ) decreases
as well as the marginal cost of taking action against the benign user. When the signals from a hacker become more
frequent (i.e. λH increases), the firm’s average cost (AC ) decreases as the expected cost due to hacking decreases. For the
same reasoning, the configuration level (φ ) decreases as a result of the increase in the rate of signal from hacker (see
Figs. 10–13).
In summary, the myopic policy with fixed configuration (MC ) has the highest and the optimal configuration policy
(OCP) has the lowest cost among all polices. We have also found that average cost under myopic configuration policy
(MCP) is lower than average cost under optimal policy with fixed configuration (OC ). This result shows that configuration
policies are as important as waiting time policies. To get a more meaningful result, statistics that show how worse the
performance of the myopic policy is compared to other policies are presented as well. We found that the average difference
between the costs under the specific policy and the myopic policy expressed as the percentage of the cost under the
cost under myopic policy−cost under specific policy
specific policy, i.e., (
)∗100, ranged from 0% to 29.15%. These results are summarized in
cost under specific policy
Table 2.
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Fig. 12. Impact of λH on average cost.

Fig. 13. Impact of λH on configuration level.
Table 3
Statistics about standard deviation of policies.

Myopic policy
Myopic configuration policy
Optimal policy
Optimal configuration policy

Mean

Minimum

Maximum

0.07
0.06
0.06
0.06

0.01
0.01
0.01
0.01

0.14
0.11
0.12
0.11

Because arrival time of user actions and user type are generated form probability distribution, we also reported the
standard errors of the cost. Based on Tables 2 and 3, we can say that the cost difference between myopic and optimal
configuration polices and the standard errors of each policy are small enough to make the differences between these policies
insignificant. This comparison enables us to conclude that the myopic configuration policy (MCP) is a good substitute for
the optimal configuration policy (OCP). Thus, we suggested to use the myopic configuration policy instead of the optimal
configuration policy as it is easier to implement. Furthermore, the myopic configuration policy does not need to take into
account the number of user actions since it considers the current user action only.
To sum up, we found that the optimal configuration level is higher than the myopic configuration level in our simulation.
That is because the optimal configuration policy considers current and future user action. Our simulation results support the
theoretical results of Proposition 3 rather than the theoretical results of Proposition 2. This shows that the zero waiting time
after the alarm signal is a valid assumption. Our analysis also shows that the behavior of the optimal configuration policy
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is similar to the behavior of the myopic configuration policy to the change in parameters. Thus, the theoretical result of
Proposition 3 is likely to hold for optimal configuration policy. We have also observed that the cost performance of myopic
configuration policy is nearly identical to the optimal configuration policy.
7. Conclusion
In this paper, we extend waiting time policies proposed by Ogut et al. [6] by making configuration a decision variable.
We formulated the firm’s problem as a stochastic dynamic programming model and derived the optimal waiting time policy
about a firm’s action when it receives a signal. However, an optimal configuration policy can be obtained only via numerical
analysis. Because the optimal configuration and waiting time policies may be difficult to implement in many situations, we
also analyzed myopic configuration and waiting time policies. Then we conducted a numerical analysis to compare optimal
and myopic policies with fixed and dynamic configuration. Our simulations suggested that the configuration decision
significantly affects the performance of policies. We also compare the behavior of the optimal configuration policy and
myopic configuration policy to the change in parameters and we have found that theoretical result of myopic policy applies
to optimal polices, and the configuration level for the optimal policy is higher than the configuration level for the myopic
policy. We also identified that the cost performance of myopic and optimal configuration policies are similar to each other.
Policies derived in these papers provide better decision support to firms employing IDS. However successful
implementation of these policies depends on the realistic estimates of the parameters used in our model. For that purpose,
the history of user log files can be sourced for user related parameters such as arrival rate of signals from benign users and
hackers and proportion of hackers in the user population. Recently, many firms began to collect data about hacker behavior
through the honey pots as well [31,32]. Although the damage cost due to security breaches is relatively more difficult to
estimate, researches aims to quantify such costs in recent years [17,33–37].
The paper contributes to the literature in many ways. Our paper extends the paper by Ogut et al. [6] and show that the
configuration decision is as important as the waiting time decision. We also extend the configuration paper of Ulvila and
Gaffney [18] by adding a time dimension and showing how the dynamic decision of configuration and detection is made in
intrusion detection systems.
The research described in this paper can be extended in several ways. We used a decision theoretic model, however a
game theoretic model incorporating strategic interaction between the hacker and firm might be insightful as well. Another
way of extending our paper is considering multiple signals rather than binary signals as researchers begin to analyze the
performance of IDS by incorporating additional information such as attack severity and attack frequencies.
Appendix
Proof for Proposition 1. We will show the following inequality for the proof of Proposition 1.

(pi+1 |hacker) = (pi+1 |Si+1 = 1)∗ P (Si+1 = 1|hacker) + (pi+1 |Si+1 = 0)∗ P (Si+1 = 0|hacker) > pi

(A.1)

(A.1) can be written explicitly as

(1 − φir+1 )pi
φir+1 pi
r
φ
+
(1 − φir+1 ) > pi
i
+
1
φi+1 (1 − pi ) + φir+1 pi
(1 − φi+1 )(1 − pi ) + (1 − φir+1 )pi
φir+1 pi
[φi+1 (1 − pi ) + φir+1 pi ]
=
φi+1 (1 − pi ) + φir+1 pi
+

(1 − φir+1 )pi
[(1 − φi+1 )(1 − pi ) + (1 − φir+1 )pi ]
(1 − φi+1 )(1 − pi ) + (1 − φir+1 )pi

(A.2)

or

(1 − φir+1 )pi
φir+1 pi
r
(φ
−
φ
)(
1
−
p
)
+
(φi+1 − φir+1 )(1 − pi ) > 0.
i
+
1
i
φi+1 (1 − pi ) + φir+1 pi i+1
(1 − φi+1 )(1 − pi ) + (1 − φir+1 )pi
φr

pi

(1−φ r

(A.3)

)pi

1
Since φ (1−i+p 1)+φ r p > (1−φ )(1−pi+)+(
and (φir+1 > φi+1 ),
1−φir+1 )pi
i
i
i+1
i+1
i+1 i

φir+1 pi
(1 − φir+1 )pi
r
(φ
−
φ
)(
1
−
p
)
+
(φi+1 − φir+1 )(1 − pi ) > 0.
i
+
1
i
φi+1 (1 − pi ) + φir+1 pi i+1
(1 − φi+1 )(1 − pi ) + (1 − φir+1 )pi
That is, (pi+1 |hacker) > pi .
The proof for the benign user is similar to the above.

(A.4)
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Derivation of Eqs. (11a) and (11b)
The firm minimizes the following

(1 − φir )pi−1 A(1 − e−λH (fi
λH

∗ |S =0)
i


min L =
φi

∗ |S =1)
i

+

φir pi−1 A(1 − e−λH (fi

)

λH

)

+ (1 − φi )(1 − pi−1 )cB i e−λB (fi

∗ |S =0)
i


+ φi (1 − pi−1 )cB i e

−λB (fi∗ |Si =1)

.

First order condition of the above equation is


∂(f ∗ | Si = 0) 
∗
∗
(−λ
(
1 − pi−1 )cB i (1 − φi )e−λB (fi |Si =0) + pi−1 A(1 − φir )e−λH (fi |Si =0) ) i
B
∂L


∂φi
=
∗

∂φi
−λB (fi∗ |Si =1)
r −λH (fi∗ |Si =1) ∂(fi | Si = 1)
(−λB (1 − pi−1 )cB i φi e
+ pi−1 Aφi e
)
∂φi


−λH (fi∗ |Si =1)
−λH (fi∗ |Si =0)
A(1 − e
) A(1 − e
)
+ r φir −1 pi−1
−
λH
λH
− (1 − pi−1 )[e−λB (fi

∗ |S =0)
i

∗
cB i − e−λB (fi |Si =1) cB i ] = 0.

The first two terms are equal to 0 since
ln

(fi∗ | Si = 1) =



λB φi (1−pi−1 )cB
φir pi−1 A

i


;

(λB − λH )

(fi∗ | Si = 0) =

ln



λB [1−φi ](1−pi−1 )cB
[1−φir ]pi−1 A

(λB − λH )

i


.

Thus, we get Eq. (11a) as

∂L
r φ r −1 pi−1 A −λH (f ∗ |Si =0)
∗
∗
∗
i
= i
(e
− e−λH (fi |Si =1) ) − (1 − pi−1 )cB i (e−λB (fi |Si =0) − e−λB (fi |Si =1) ) = 0.
∂φi
λH
Since (fi∗ | Si = 1) =

λ φ (1−p
)c
ln( B i r i−1 B i )
φi pi−1 A

(λB −λH )

λB r (eλH ((fi

∗ |S =1)−(f ∗ |S =0))
i
i
i

, we can get Eq. (11b) as

− 1) = λH (eλB ((fi

∗ |S =1)−(f ∗ |S =0))
i
i
i

− 1). 

Proof for Proposition 2.

λB r (eλH (fi

1 −f 0 )
i

− 1) − λH [eλB (fi

1 −f 0 )
i

− 1] = 0

(A.5)

where
fi 1 − fi 0 =

ln

ln

=





λB φ(1−pi−1 )cB
φ r pi−1 A

i

(λB − λH )

r
φ[1−φ ]
φ r [1−φ]

(λB − λH )



ln

−



λB [1−φ](1−pi−1 )cB
[1−φ r ]pi−1 A

i



(λB − λH )

.

φ[1−φ r ]

Denote Z = ln( φ r [1−φ] ). Then Eq. (A.5) an be written as

λB r

λH Z
e (λB −λH )





− 1 = λH



λB Z
e (λB −λH )



−1 .

(A.6)

Proofs of Propositions 2(i), 1(ii) and (iii) are due to Eq. (A.6).
Using (A.6), we can write that




λH Z
e (λB −λH )
λB Z

e (λB −λH )




= λH M + 1

(A.7)

= λB rM + 1

(A.8)

H. Öğüt / Computers and Mathematics with Applications 65 (2013) 1234–1253

1251

where M > 0. Dividing (A.8)–(A.7), we get,

λB rM + 1
=
λH M + 1



φ[1 − φ r ]
φ r [1 − φ]

[φ − φ r +1 ]
.
[φ r − φ r +1 ]


=

(A.9)
r

If we increase (decreases), λB (λH ), left hand side of Eq. (A.9) increases. Then we need to determine the sign of
φ r [(1−r )−φ r +r φ]
∂(r +φ r −r φ)
. Since
∂φ
[φ r −φ r +1 ]2

This shows that

1−φ r ]
∂( φ[
)
φ r [1−φ]

∂φ

= rφ

> 0. Thus,

]
∂( φφ[r1[−φ
)
1−φ]

∂φ

=

r −1

− r = 0 ⇒ φ = 1, the maximum value of (r + φ − r φ) is achieved when φ = 1.

∂φ
∂λH

< 0 and

r

∂φ
∂λB

> 0.



Proof for Proposition 3. When (fi∗ | Si = 0) > (fi∗ |Si = 1) = 0, Eq. (10) reduces the following equation


C =

[1 − φir ]pi−1 A(1 − e−λH (fi
λH

∗ |S =0)
i

where (fi∗ | Si = 0) =

λ (1−φ)(1−pi−1 )cB i
ln( B
)
(1−φ r )pi−1 A

(λB −λH )

)


−λB (fi∗ |Si =0)

+ [1 − φi ](1 − pi−1 )e

cB i + φi (1 − pi−1 )cB i

(A.10)

.

From the first order condition of Eq. (A.10), we get the following

−r φir −1 pi−1 A(1 − e−λH (fi
∂C
=
∂φi
λH

∗ |S =0)
i

+ (1 − φir )pi−1 Ae−λH (fi

∗ | S =0 )
i

)

− (1 − pi−1 )e−λB (fi

∗ |S =0)
i

cB i + (1 − pi−1 )cB i

∂(f ∗ | Si = 0)
∂(fi∗ | Si = 0)
∗
− λB (1 − φi )(1 − pi−1 )e−λB (fi |Si =0) i
= 0.
∂φi
∂φi

(A.11)

Since last two terms are equal to zero in Eq. (A.11), we get

−r φir −1 pi−1 A(1 − e−λH (fi
∂C
=
∂φi
λH

∗ | S =0 )
i

)

+ (1 − pi−1 )cB i (1 − e−λB (fi

∗ |S =0)
i

) = 0.

(A.12)

Second order condition of Eq. (A.10) is given below. The sign of SOC should be positive as we have a minimization problem.
∗
∂ 2C
−r (r − 1)φir −2 pi−1 A(1 − e−λH (fi |Si =0) )
r −1
−λH (fi∗ |Si =0) ∂(fi | Si = 0)
=
−
r
φ
p
A
(
e
)
i
−
1
i
∂φ 2
λH
∂φ
∗
∂(fi |Si = 0)
−λB (fi∗ |Si =0)
+ λB (1 − pi−1 )e
cB i
> 0.
∂φ
∗

After rearranging terms in Eq. (A.12), we get the following equation.

(1 − e−λB (fi

∗ | S =0 )
i

(1 − e

)

−λH (fi∗ |Si =0)

)

=

r φir −1 pi−1 A

(1 − pi−1 )cB i λH

.

(A.13)

Using (A.13), we can write that

(1 − e−λB (fi

∗ |S =0)
i

) = r φir −1 pi−1 AK ⇒ e−λB (fi

−λH (fi∗ |Si =0)

(1 − e

∗ | S =0 )
i

) = (1 − pi−1 )cB i λH K ⇒ e

= (1 − r φir −1 pi−1 AK ) > 0;

−λH (fi∗ |Si =0)

(A.14)

= (1 − (1 − pi−1 )cB i λH K ) > 0

(A.15)

(1 − (1 − pi−1 )cB i λH K )
λB [1 − φ](1 − pi−1 )cB i
=
.
r
[1 − φ ]pi−1 A
(1 − r φir −1 pi−1 AK )

(A.16)

where K > 0.
We divide Eqs. (A.14)–(A.15) and we get
∗
e−λH (fi |Si =0)

−λB (fi∗ |Si =0)

e

= e(λB −λH )(fi

∗ | S =0 )
i

=

Rearranging (A.16),

∆ = λB (1 − φ)(1 − pi−1 )cB i (1 − r φir −1 pi−1 AK ) − (1 − (1 − pi−1 )cB i λH K )(1 − φ r )pi−1 A = 0

∂C
−r φir −1 pi−1 A(1 − e−λH (fi
=
∂φi
λH

∗ | S =0 )
i

)

+ (1 − pi−1 )cB i (1 − e−λB (fi

∗ |S =0)
i

) = 0.

(A.17)

1252

H. Öğüt / Computers and Mathematics with Applications 65 (2013) 1234–1253

From (A.17), we get the following comparative statistics,

∂∆
∂φ
= −(1 − (1 − pi−1 )cB i λH K )[1 − φ r ]pi−1 − λB [1 − φ](1 − pi−1 )cB i r φir −1 pi−1 K < 0 ⇒
>0
∂A
∂A
∂∆
∂φ
= (1 − pi−1 )λH K [1 − φ r ]pi−1 A + λB [1 − φ](1 − pi−1 )(1 − r φir −1 pi−1 AK ) > 0 ⇒
<0
∂ cB i
∂ cB i

∂∆
= −(cB i λH K )[1 − φ r ]A − (cB i λH K )[1 − φ r ]pi−1 A − λB [1 − φ]cB i (1 − r φir −1 pi−1 AK )
∂ pi−1

− λB [1 − φ](1 − pi−1 )cB i (r φir −1 AK )
∂φ
< 0⇒
>0
∂ pi−1
∂∆
∂φ
= (1 − pi−1 )cB i K [1 − φ r ]pi−1 A > 0 ⇒
<0
∂λH
∂λH
∂∆
∂φ
= [1 − φ](1 − pi−1 )cB i (1 − r φir −1 pi−1 AK ) > 0 ⇒
< 0. 
∂λB
∂λB
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